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Privacy Impact Assessment 

Registering to use the STC Clearing House 

The Clean Energy Regulator requires the name and sufficient particulars to establish the identity of any 
individual or entity that is seeking access to the STC Clearing House. This includes both buyers and sellers of 
small-scale technology certificates (STCs).  

To enable timely payment for STCs sold, the Clean Energy Regulator will also require financial information 
(including bank account details and GST status) from users before access to the STC Clearing House is 
granted.  

About the STC Clearing House registration process 

 General Users, registered persons, Agents, liable entities or other interested parties will be required to 
apply for access to the STC Clearing House: 

» all applicants must have a REC Registry account, and 
» all applicants must apply to use the STC Clearing House online. 

 The application for access to the STC Clearing House will include: 

» a proof-of-identity (POI) check, and 
» bank details and GST status. 

 The application will be manually validated by internal Clean Energy Regulator staff before Clearing House 
permissions are assigned to the REC Registry account.   

Reasons for an individual to apply for access to the STC Clearing House 

 Buyers of STCs through the STC Clearing House are likely to be liable entities under the Renewable 
Energy (Electricity) Act 2000. However, individuals within those liable entities will be required to 
complete a POI check when acting on behalf of the liable entity.  

 Sellers of STCs through the STC Clearing House may be individuals or established companies. Individuals 
will be entitled to sell STCs received from the installation of a Small Generation Unit (SGU) or a Solar 
Water Heater (SWH) through the Clearing House. Similarly, individuals will be using the Clearing House 
on behalf of a company and will therefore be required to successfully complete a POI check.    

 

 

 

mailto:enquiries@cleanenergyregulator.gov.au
http://www.cleanenergyregulator.gov.au/


 

 
   

 

GPO Box 621 Canberra ACT 2601 1300 553 542 enquiries@cleanenergyregulator.gov.au www.cleanenergyregulator.gov.au  2 

Is anonymous information possible? 

 The information cannot usefully be collected in a de-identified or anonymous manner. The personal 
details will be required in order to carry out the identification checking procedures before allowing 
access to the STC Clearing House. 

 Bank details are required to allow payments to sellers of STCs and to allow the refunding of any 
‘overpayments’ from buyers. 

Scope of the collection 

 All information sought for identification purposes is mandatory. Registration to access the STC Clearing 
House will not be granted to entities/individuals that do not provide the required details. 

 The precise nature and scope of ‘personal information’ to be collected to establish one’s identity is not 
set out in the Act or the Regulations. However, it will include common online Australian identification 
sources such as Australian passport number, Australian State/Territory driver’s licence number, 
Australian Electoral Roll information and/or White Pages details.  

 Particulars of name, address, date of birth and if relevant, company name and ABN/ACN are kept and 
available to Clean Energy Regulator staff and the outsourced POI provider (Edentiti). The IP address is 
also captured and stored. Information identifiers (licence number, passport numbers etc) will be 
collected but this information will not be accessible to Clean Energy Regulator and Edentiti staff. 

 The collection of financial information (including bank account details) is also mandatory and for reasons 
outlined above is sensitive. It will need to be treated accordingly by the Clean Energy Regulator. 

Notice 

Purpose of collection 

 The personal information will be collected for the purposes of registering for access to the STC Clearing 
House, and for the purposes of making payments to buyers and sellers of STCs. 

 Information will be stored for the purposes of authentication should any account changes be required 
and to be used as evidence should non-compliance/fraud need to be proven in the future. 

 The collection of the information is authorised under the Renewable Energy (Electricity) Act 2000. 

Use and disclosure 

 The POI check will be used by the Clean Energy Regulator to assist in proving that an application to use 
the STC Clearing House is from a bona fide person, and to ensure that any fraudulent actions through 
the STC Clearing House can be traced back to their source. 

 Given the significance of the STC Clearing House, extensive efforts have been undertaken to ensure that 
its integrity is maintained.  

Method of collection 

 Applicants will be required to fill out an online application form to register for access to the STC Clearing 
House.  

 Personal information will be collected by the Clean Energy Regulator upon receipt of this application.  

 The POI check will be outsourced to a company called Edentiti. Once the verification has been 
completed, Edentiti will eliminate the information identifiers it has collected. 
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 If a POI check was unable to be carried out through the online sources, applicants have the option of 
uploading certified documents instead. These documents are stored on Edentiti’s server and are 
available for the Clean Energy Regulator to download. The Clean Energy Regulator will retain the 
downloaded document on its network drive. 

Use 

 The information will be used by the Clean Energy Regulator to perform the relevant POI check on the 
individual, and to confirm permission for the interested individual to access the STC Clearing House. This 
is clearly a purpose that is consistent with the purpose for collection. 

 The bank details will be used to ensure that sellers of STCs through the STC Clearing House receive 
payment, and that buyers of STCs can be refunded any ‘overpayment’ from the purchase of STCs. 

Disclosure 

 Personal information, including downloaded documents will be available to the Clean Energy Regulator 
and Edentiti, however this will only be used for the purposes of authentication or in the case of non-
compliance/fraud investigations. 

 Similarly, bank account details are encrypted and will not be visible to Clean Energy Regulator or 
AusRegistry staff (only the last 4 digits of the account).   

Security 

 The IT and physical security will be based on the required standards of access to the STC Clearing House. 

 The business processes regarding de-identification of personal information have been discussed above. 
Business processes for action in the case of a security breach are to be determined. 

 Security Certificates are in place to enable secure transfer of information between Edentiti and the Clean 
Energy Regulator. 

Data quality  

 What are the consequences for individuals if the personal information is not accurate or up-to-date? 

» If the information provided by an individual is not accurate then the Clean Energy Regulator will not 
allow an individual to access the STC Clearing House. 

» Where the bank information is not up-to-date the STC Clearing House payments will be rejected by 
the bank and the payments or refunds will not be received by the seller or buyer.  

Identity management 

 The purpose of requiring personal information to be provided in support of an application to register for 
the STC Clearing House is to identify the individual making the application. 

 The relationship between the nominated individual and any interested party would need to be 
authenticated. 

 The purpose for storing personal information is for authentication and evidence requirements for 
potential non-compliance/fraud investigations.  
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